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What happened

On February 20, 2026, Anthropic launched Claude Code Security, a new agentic defense tool powered
by Claude Opus 4.6 that moves beyond traditional rule-based scanners to reason through code for
complex vulnerabilities. Currently available in limited preview for Enterprise and Team customers, the
tool aims to empower defenders by identifying, validating, and patching high-severity security flaws
with the nuance of human researchers while maintaining strict privacy and permission controls.

Key points

- Beyond Static Analysis: Unlike traditional SAST tools that rely on pattern matching, Claude Code Security
uses "deep contextual analysis" to trace data flows and understand business logic, allowing it to catch subtle
bugs like logic errors and broken access controls.

- Four-Step Workflow: The tool operates as an agentic researcher through parallel scanning, adversarial
validation (acting as a skeptic to reduce false positives), assigning severity ratings, and requiring human
approval before applying patches.

- Adversarial Validation: A standout feature is its ability to "disprove" its own findings before alerting a
human, significantly reducing the noise of false positives common in security scanning.

- Security-First Architecture: The system is built on a permission-based model with sandboxing, ensuring
read-only defaults and requiring explicit approval for sensitive actions to prevent risks like prompt
injection.

- Real-World Usage: In pre-release testing, the tool successfully identified over 500 previously unknown
vulnerabilities in major open-source codebases, some of which had existed for decades despite manual
reviews.

- Availability: The tool is currently in a limited research preview for Enterprise and Team customers, with
free expedited access offered to maintainers of open-source repositories.

On February 20, 2026, Anthropic announced Claude Code Security, a groundbreaking capability
integrated into Claude Code. This tool is designed to shift the balance of power in cybersecurity toward
defenders by leveraging the advanced reasoning of the Claude Opus 4.6 model to identify, validate, and
patch complex software vulnerabilities.

Currently available in a limited research preview for Enterprise and Team customers, Claude Code
Security represents a significant evolution from traditional rule-based scanners to an "agentic"
security researcher model.

1. The Core Mission: AI for Defense

The primary motivation behind Claude Code Security is to address the growing "asymmetry" in
cybersecurity. As attackers increasingly use AI to find exploitable weaknesses, defenders need
equally capable tools to find and fix those same flaws first.
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Anthropic’s research suggests that while static analysis tools (SAST) are good at finding known
patterns (like exposed passwords), they often miss the "subtle, context-dependent vulnerabilities" that
require human-level reasoning. Claude Code Security is built to fill this gap.

2. Key Features and Capabilities

Claude Code Security doesn’t just scan code; it "reasons" through it. Key features include:

- Deep Contextual Analysis: Unlike pattern-matching tools, Claude traces data flows across multiple files and
understands business logic to catch flaws like broken access control or complex injection vulnerabilities.

- Multi-Stage Verification: To solve the "false positive" problem that plagues traditional tools, Claude
re-examines its own findings, attempting to "disprove" them before they are surfaced to a human analyst.

- Targeted Software Patches: For every vulnerability found, Claude suggests a targeted patch. These fixes
are designed to maintain the existing codebase’s structure and style, allowing developers to move from
"scan" to "fix" in minutes.

- High-Severity Focus: The tool is optimized to find high-impact issues, including memory corruption,
authentication bypasses, and complex logic errors.

3. How It Works: The "Security Researcher" Approach

Claude Code Security operates through a structured, four-step workflow:

1. Parallel Scanning: Claude scans the entire codebase, reading and reasoning about how different
components interact.

2. Adversarial Validation: Every finding undergoes an internal "adversarial pass" where Claude acts as a
skeptic to ensure the issue is real and exploitable.

3. Severity and Confidence Ratings: Findings are ranked by their potential impact, and Claude provides a
confidence score for each, helping teams prioritize their response.

4. Human-in-the-Loop Remediation: No changes are applied automatically. Developers review the findings
and suggested patches in the Claude Code Security dashboard, maintaining full control over the production
environment.

4. Security and Trust Architecture

Anthropic has built Claude Code on a "Security-First" foundation to ensure the tool itself doesn’t
become a risk:

- Permission-Based Model: By default, Claude Code has strict read-only permissions. Sensitive
operations-such as editing files, running tests, or making network requests-require explicit human
approval.

- Sandboxing & Isolation: Claude Code utilizes filesystem and network isolation. This ensures that even if
the model were to be target of a prompt injection attack, the impact is confined to a secure environment and
cannot access sensitive system files or SSH keys.

- Data Privacy: Anthropic provides limited retention periods for sensitive data and gives users control over
whether their data is used for model training. Enterprise and Team customers benefit from advanced data
management and compliance features (SOC 2 Type 2, ISO 27001).

5. Proven Impact: Open-Source Research

Before the public preview, Anthropic’s Frontier Red Team used Claude Opus 4.6 to stress-test
real-world code. The results were startling:

- 500+ Vulnerabilities Found: Claude identified over 500 previously unknown vulnerabilities in major
production open-source codebases.
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- Fixing Decades-Old Bugs: Many of these bugs had persisted for decades despite years of expert manual
review and traditional scanning.

6. Availability and The Road Ahead

Claude Code Security is currently accessible via Claude Code on the Web.

- Target Audience: Enterprise and Team customers can join a waitlist for early access.

- Open-Source Support: Anthropic is offering free, expedited access to maintainers of open-source
repositories to help secure the foundation of the digital ecosystem.

Conclusion

Claude Code Security marks a shift from reactive security to proactive, agentic defense. By combining
the speed of automation with the nuanced reasoning of a human security researcher, Anthropic is
setting a new baseline for software security-one where vulnerabilities are fixed as fast as they are
discovered.
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